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General 
Domain Name Security Extensions (DNSSEC) are an extension to the DNS (Domain Name System) that is desi4ned to 

close Internet security vulnerabilities - such as cache �oisonin4, DNS redirection, and DNS s�oofin4. 

Terms 

• Key Signing Key (KSK) – This 4enerates a di4ital si4nature for the zone si4nin4 key (ZSK). 

• Zone Signing Key (ZSK) – This 4enerates si4natures (or a Resource Record Si4nature – RRIG) for records in a 

zone. 

• Registrar – here you have re4istered � bou4ht your domain. 

The �ublic �art of both keys is stored as a DNSKEY record in the zone itself. 

• DNSKEY – is the record ty�e for KSK and ZSK. Several ZSK and KSKs can (and must) be stored at the same 

time. 

• RRSIG – Si4nature for a record 

• DS – Dele4ation Si4ner Record – contains the di4est for KSK �ublic keys 
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Managed DNSSTC 

Tnable DNSSTC 

To enable DNSSEC, o�en the corres�ondin4 zone in ISPConfi4 and select the Zones settings tab. In the bottom �art 

of the screen you then enable "Si4n zone (DNSSEC)" and the DNSSEC al4orithm 13. The "DNSSEC al4orithm 7" only 

consists for an existin4 si4nin4 and should not be used anymore. 

 

 

 

As soon as you have saved the settin4s, the DNS zone is si4ned. This can take u� to a minute, after which you will see 

more information in the "DNSSEC DS-Data for re4istry" field� 
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Disable DNSSTC 

If you want to disable DNSSEC, you only need to disable "Zone si4nin4 (DNSSEC)". You can re-enable DNSSEC later 

and use the same key �air. 

Change DNSSTC algorithm 

To switch from the outdated Al4orithm 7 to the current Al4orithm 13, enable Al4orithm 13 and do not disable the 

old al4orithm. After the keys have been re4enerated, more information is dis�layed in the "DNSSEC DS data for 

re4istry" field. You will see the key for the old and the new al4orithm. 

; This is a zone-si4nin4 key, keyid 6417, for exam�le.com. 

; Created� 20200812004704 (Wed Au4 12 02�47�04 2020) 

; Publish� 20200812004704 (Wed Au4 12 02�47�04 2020) 

; Activate� 20200812004704 (Wed Au4 12 02�47�04 2020) 

exam�le.com. IN DNSKEY 257 3 13 DBOqv9nfRRmR7WoDH6WVSWra24HkFF94dvsVyDoyfv2D3oV3�Ga2TAqw 

JMyLIrrB�LqyEnhowR3r9�WNIS�b�w== 

 

Here the ID of the key is 6417, the key si4nin4 key is 257 and the al4orithm is 13. 

You can now transfer the new data to the re4istrar. As soon as the new key �air is available (this can take between 4 

and 24 hours), you can deactivate the old al4orithm. 

Data for the registrar 

If you zoom in the "DNSSEC DS-Data for re4istry" field, you will see all the necessary data to enable si4nin4 at the 

re4istrar. 

Unfortunately, it de�ends on the re4istrar how you have to submit the data. Some offer a suitable area in the 

mana4ement, while others only allow you to do this manually. In any case you have to transfer DS records and 

DNSKEY records. 
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DNSSTC g Domain Name System Security Txtensions 

What is DNSSTC? 

The Domain Name Security Extensions (DNSSEC) are an extension of the DNS (Domain Name System) to �revent 

security breaches on the Internet (e.4. DNS redirection or DNS s�oofin4). 

With classic DNS queries, it is assumed that the answer is correct and comes from the ri4ht source. In the �ast, there 

have been isolated cases in which misinformation was deliberately introduced into DNS caches (so-called cache 

�oisonin4). 

The �otential risk was already reco4nized in the nineties of the last century. The Internet En4ineerin4 Task Force 

(IETF) reacted to this - initially theoretical - threat and �ublished the three RFCs RFC 4033, RFC 4034 and RFC 4035 in 

March 2005, thus clearin4 the way for DNSSEC. 

Which protection does DNSSTC provide? 

For the user, it is elementary that, for exam�le, the website dis�layed actually corres�onds to the one he wanted to 

access. 

DNSSEC is used to secure the �ath from the request (entry of the domain) to the res�onse (dis�lay of the web �a4e). 

The query between DNS servers and validatin4 DNS a��lications is secured. The si4nature used can be used to check 

authenticity, i.e. whether the data ori4inates from the authoritative zone. At the same time, it �revents the DNS data 

from bein4 falsified in transit. 

Whether the ori4inal data of a website is correct or harmless, or whether the accessed website is a fake, cannot be 

detected with DNSSEC. It also cannot be used to detect domain hijackin4 or interference in re4istration �rocesses. 

How DNSSTC works  

DNSSEC verifies a query by cry�to4ra�hically secured si4natures.  

The data is checked in the client or in the resolver in front of it a4ainst the �ublic keys matchin4 the res�ective zone. 

These keys can be stored and retrieved from DNS servers. No breach of the security mechanism is �ossible here, 

since the transfer of the keys is also secured with the hel� of DNSSEC. Only the key required for the start of the chain 

(the key of the root zone) is �ermanently stored in the client or s�ecified by confi4uration. 

 

Test DNSSTC  

To check the use of DNSSEC of a DNS zone or to test it alto4ether, the website htt�s���dnsviz.net� is a 4ood �lace to 

start. 


